SANDAG
Audit Committee Agenda

Friday, March 10, 2023
1:30 p.m.

Welcome to SANDAG. The Audit Committee meeting scheduled for Friday, March 10, 2023, will be held in person in Conference
Room 7. While Audit Committee members will attend in person, members of the public will have the option of participating either in
person or virtually.

For public participation via Zoom webinar, click the link to join the meeting: https://us02web.zoom.us/j/88908364459
Webinar ID: 889 0836 4459

To participate via phone, dial a number based on your current location in the US:

+1 (669) 900-6833 +1(929) 205-6099 International numbers available: https://us02web.zoom.us/u/kcTrATg5IR

SANDAG relies on commercial technology to broadcast the meeting via Zoom. If we experience technical difficulty or you are
unexpectedly disconnected from the broadcast, please close and reopen your browser and click the link to rejoin the meeting.
SANDAG staff will take all possible measures to ensure a publicly accessible experience.

Public Comments: Members of the public may speak to the Audit Committee on any item at the time the Audit Committee is
considering the item. Public speakers are generally limited to three minutes or less per person.

Persons who wish to address the members on an item to be considered at this meeting, or on non-agendized issues, may email
comments to the Clerk at clerkoftheboard@sandag.org (please reference Audit Committee meeting in your subject line and identify
the item number(s) to which your comments pertain). Comments received by 4 p.m. the business day before the meeting will be
provided to members prior to the meeting. All comments received prior to the close of the meeting will be made part of the meeting
record.

If you desire to provide in-person verbal comment during the meeting, please fill out a speaker slip, which can be found in the lobby.
If you have joined the Zoom meeting by computer or phone, please use the “Raise Hand” function to request to provide public
comment. On a computer, the “Raise Hand” feature is on the Zoom toolbar. By phone, enter *9 to “Raise Hand” and *6 to unmute.
Requests to provide live public comment must be made at the beginning of the relevant item, and no later than the end of any staff
presentation on the item. The Clerk will call on members of the public who have timely requested to provide comment by name for
those in person and joining via a computer, and by the last three digits of the phone number of those joining via telephone. Should
you wish to display media in conjunction with your comments, please inform the Clerk when called upon. The Clerk will be prepared
to have you promoted to a position where you will be able to share your media yourself during your allotted comment time. In-person
media sharing must be conducted by joining the Zoom meeting on the personal device where the content resides. Please note that
any available chat feature on the Zoom meeting platform should be used by panelists and attendees solely for procedural or other
“housekeeping” matters as comments provided via the chat feature will not be retained as part of the meeting record. All comments
to be provided for the record must be made in writing via email or speaker slip, or verbally per the instructions above.

In order to keep the public informed in an efficient manner and facilitate public participation, SANDAG provides access to all agenda
and meeting materials online at sandag.org/meetings. Additionally, interested persons can sign up for email notifications at
sandag.org/subscribe. A physical copy of this agenda may be viewed at the SANDAG Toll Operations Office, 1129 La Media Road,
San Diego, CA 92154, at any time prior to the meeting.

To hear the verbatim discussion on any agenda item following the meeting, the audio/video recording of the meeting is accessible on
the SANDAG website.

SANDAG agenda materials can be made available in alternative languages. To make a request, call (619) 699-1900 at least 72
hours in advance of the meeting.

Los materiales de la agenda de SANDAG estan disponibles en otros idiomas. Para hacer una solicitud, llame al (619) 699-1900 al
menos 72 horas antes de la reunion.

San Diego Association of Governments
401 B Street, Suite 800, San Diego, CA 92101-4231 x (619) 699-1900 x Fax (619) 699-1905 x sandag.org
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This meeting will be conducted in English, and simultaneous interpretation will be provided in Spanish. Interpretation in additional
languages will be provided upon request to ClerkoftheBoard@sandag.org at least 72 business hours before the meeting.

Esta reunion se llevara a cabo en inglés, y se ofrecera interpretaciéon simultéanea en espariol. Se ofrecera interpretacion en otros
idiomas previa solicitud a ClerkoftheBoard@sandag.org al menos 72 horas antes de la reunion.
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Closed Captioning is available

SANDAG uses readily available speech recognition technology to automatically caption our meetings in Zoom. The accuracy of
captions may vary based on pronunciations, accents, dialects, or background noise. To access Closed Captions, click the “CC” icon in
the toolbar in Zoom. To request live closed caption services, please contact the Clerk of the Board at clerkoftheboard@sandag.org or at
(619) 699-1900, at least 72 hours in advance of the meeting.

In compliance with the Americans with Disabilities Act (ADA), SANDAG will accommodate persons who require assistance in order to
participate in SANDAG meetings. If such assistance is required, please contact the Clerk of the Board at clerkoftheboard@sandag.org
or at (619) 699-1985, at least 72 hours in advance of the meeting. To request this document or related reports in an alternative format,
please call (619) 699-1900 or (619) 699-1904 (TTY), or

fax (619) 699-1905 at least 72 hours in advance of the meeting.

Vision Statement: Pursuing a brighter future for all

Mission Statement: We are the regional agency that connects people, places, and innovative ideas by implementing solutions with our
unique and diverse communities.

Our Commitment to Equity: We hold ourselves accountable to the communities we serve. We acknowledge we have much to learn
and much to change; and we firmly uphold equity and inclusion for every person in the San Diego region. This includes historically
underserved, systemically marginalized groups impacted by actions and inactions at all levels of our government and society.

We have an obligation to eliminate disparities and ensure that safe, healthy, accessible, and inclusive opportunities are available to
everyone. The SANDAG equity action plan will inform how we plan, prioritize, fund, and build projects and programs; frame how we
work with our communities; define how we recruit and develop our employees; guide our efforts to conduct unbiased research and
interpret data; and set expectations for companies and stakeholders that work with us.

We are committed to creating a San Diego region where every person who visits, works, and lives can thrive.
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SANDAG

Audit Committee
Friday, March 10, 2023

Item No. Action
1. Public Comments/Communications

Public comments under this agenda item will be limited to five speakers.
Members of the public shall have the opportunity to address the committee
on any issue within the jurisdiction of SANDAG that is not on this agenda.
Other comments will be heard during the items under the heading "Reports"
Public speakers are limited to three minutes or less per person.

2, Agency Report Discussion
Ray Major, SANDAG
Deputy Chief Executive Officer Ray Major will provide an update on key
programs, projects, and agency initiatives.

3. Update - Office of the Independent Performance Auditor Activities Discussion
Mary Khoshmashrab, SANDAG
The Independent Performance Auditor will present an update on the Office
of the Independent Auditor's activities and other sharing events.

+4. Approval of Meeting Minutes Approve

The Audit Committee is asked to review and approve the minutes from its
February 10, 2023, meeting.

Reports
+5. Discussion on Independent Performance Auditor Recruitment Discussion/
Audit Committee Members Bob Monson and Stewart Halpern Possible Action

The Audit Committee is asked to discuss on the Independent Performance
Auditor Recruitment Recommendations.

6. Member Comments Information

Committee members may provide information and announcements under
this this agenda item.

7. Upcoming Meetings
The next Audit Committee meeting is scheduled for Friday, April 14, 2023,
at 12:30 p.m.

8. Adjournment

+ next to an agenda item indicates an attachment



AGENDA ITEM NO. 2
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Item Cover Page

AUDIT COMMITTEE AGENDA ITEM REPORT

DATE: March 10, 2023

SUBMITTED BY: John White, Office of the Clerk of the Board

ITEM TYPE: Discussion

AGENDA SECTION: Comments and Communications

SUBJECT: Agency Report

SUGGESTED ACTION: Deputy Chief Executive Officer Ray Major will provide an update on

key programs, projects, and agency initiatives.
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Item Cover Page

AUDIT COMMITTEE AGENDA ITEM REPORT

DATE: March 10, 2023

SUBMITTED BY: John White, Office of the Clerk of the Board

ITEM TYPE: Discussion

AGENDA SECTION: Comments and Communications

SUBJECT: Update - Office of the Independent Performance Auditor Activities
SUGGESTED ACTION: The Independent Performance Auditor will present an update on the

Office of the Independent Auditor's activities and other sharing
events.
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AUDIT COMMITTEE AGENDA ITEM REPORT

DATE: March 10, 2023

SUBMITTED BY: John White, Office of the Clerk of the Board

ITEM TYPE: Approve

AGENDA SECTION: Comments and Communications

SUBJECT: Approval of Meeting Minutes

SUGGESTED ACTION: The Audit Committee is asked to review and approve the minutes

from its February 10, 2023, meeting.

ATTACHMENTS:
AC Minutes_20230210.pdf


https://legistarweb-production.s3.amazonaws.com/uploads/attachment/pdf/1823280/Item_4_-_AC_Minutes_20230210.pdf

SANDAG

Audit Committee ltem: 4
March 10, 2023

February 10, 2023, Meeting Minutes

Chair David Zito (Board Member) called the meeting of

Action: Approve
the Audit Committee to order at 12:30 p.m. ction: Approv

The Audit Committee is asked to review

and approve the minutes from its
February 10, 2023, meeting.

1. Approval of Meeting Minutes (Approve)

There were no public comments on this item.

Action: Upon a motion to approve by Vice Chair Racquel Vasquez (Board Member) and a second by
Robert Monson (Public Member), the Audit Committee voted to approve the minutes from its Friday,
January 13, 2023, meeting.

The motion passed.

Yes: Chair Zito, Vice Chair Vasquez, Agnes Wong Nickerson (Public Member), Stewart Halpern (Public
Member), and Robert Monson.

No: None.
Abstain: None.

Absent: None.

2. Public Comments/Communications/Member Comments

Chair Zito began member comments with an Executive Committee recap and the discussion around
revisions to Board Policy No.39.

Chair Zito explained that there were a few questions asked by the Executive Committee (EC) Chair to
confirm and check information around the changes and return to the EC with responses.

Stewart Halpern asked if the SANDAG Office of General Counsel allows for recommendations to be sent
to the Board without being vetted for compliance purposes.

Deputy General Counsel Amberlynn Deaton reiterated that the recommendation was sent to the EC as
requested by the Audit Committee and that the EC requested a thorough analysis of the impacts, not for
legal compliance.

Stewart Halpern clarified that a recommendation is sent to the Board, vetted for compliance purposes,
and only because a Board member asked to investigate the recommendation further that staff will look
into it further. He also recommended that items get vetted before getting sent to the Board to avoid
spending additional time at Board level or approving items that have not been vetted for compliance.

3. Agency Report (Discussion)

Deputy Chief Executive Officer Ray Major presented an update on key programs, projects, and agency
initiatives including: the Regional Plan amendment to remove the road usage charge, the 2025 Regional
Plan, the removal of tracks on the Del Mar Bluffs, continued discussion on the state and federal level
around the Otay Mesa East port of entry, and the Blue Line expansion and Purple Line projects. The
Board of Directors also authorized the advancement of three Smart Corridor projects and adopted a
vision zero resolution.



Chair Zito made a comment around the adoption of a Vision Zero policy and stated the need for
aggressive goals around bike/pedestrian safety.

Action: Discussion only.

4. Update — Office of the Independent Performance Auditor Activities (Discussion)

Principal Management Internal Auditor Lloyd Carter presented an update on the Office of the Independent
Auditor’s activities and other sharing events, including the status of the Contracts and Procurement Audit:
Part 2. Lloyd Carter also ensured the Audit Committee that everything in the Audit is fully supported.

Agnes Wong Nickerson asked a clarifying question regarding the accessibility of proper documentation.
Lloyd Carter clarified and explained that there was a delay in receiving the proper documentation.

Chair Zito asked a clarifying question on whether it has been institutional process delays rather than
obstructions to the audit process.

Lloyd Carter acknowledged that he didn’t think so and that their job that is being done has to be taken into
consideration.

Action: Discussion only.

Reports

5. Update on Independent Performance Auditor Recruitment (Discussion/Possible Action)

The Audit Committee was asked to discuss an update on the Independent Performance Auditor (IPA)
recruitment.

Chair Zito mentioned the decision from the Executive Committee meeting to have staff collect more
information about similar agencies and to create a pro/con analysis of various options relative to the
Audit Committee’s recommendations. Chair Zito expressed the time sensitivity to the Executive
Committee. Chair Zito explained that the item will return to the Executive Committee on March 17 with
additional information from staff.

Stewart Halpern spoke regarding the rescinding of the recommendations that were proposed.

Bob Monson stated the timeline they had created has been rendered obsolete. He also voiced his
concern for things to be done in a timely manner.

Agnes Wong Nickerson asked if there are any alternatives available that would keep the current
recommendations viable.

Stewart Halpern stated that the Executive Committee asked for additional information but that it won’t be
until March. Stewart Halpern asked a clarifying question on whether the decision has to be presented to
the full Board of Directors or if the Executive committee has authority to move this forward.

Amberlynn Deaton stated that the decision would come from the Board of Directors, after the Executive
Committee.

Stewart Halpern voiced his concern on the timeline for finding a qualified replacement IPA due to
SANDAG’s 6- to 8-week procurement process timeline. If the decision is made to do a procurement
around late March, the current IPA would be gone by the time a qualified replacement is found and there
would be no overlap for training purposes.

Chair Zito stated that it is the Executive Committee’s decision on the structure of the organization,
whether internal or external.



Lloyd Carter mentioned that the procurement process may take as long as 6-8 months.

Robert Monson stated that the recruitment and hiring process for the current IPA was around
3-4 months, using a recruitment firm that had already been obtained by the time he joined the committee.

Chair Zito asked that staff present to the Executive Committee what their reasonable fastest timeline for
the recruitment process would be, whether that be internal or external.

Ed Musgrove (Alternate Member) asked a clarifying question regarding Board Policy No. 039 and the
terminal dates for Public Members.

Chair Zito responded that Stewart Halpern and Robert Monson’s terms will end on May 15 and that even
if changes to the Board Policy are adopted, they would not be eligible to reapply for a new term.

Ed Musgrove voiced his concern that these public members participating in the recruitment process will
have their terms end during the recruitment.

Chair Zito stated that the current Board could change come February 24, and stated his desire to
expedite the recruitment process.

Vice Chair Vasquez asked if it is possible to extend the current Board member terms.

Amberlynn Deaton responded that that would require an amendment to Board Policy No. 039 and has
been included in the proposed amendments to the Executive Committee.

Chair Zito suggested having the discussion offline with leadership and possibly taking subsets of the
Board Policy No. 39 to facilitate the current needs.

Vice Chair Vasquez suggested providing preliminary dates for the plan and that it would be valuable to
keep the current board members to implement the plan they have created.

Agnes Wong Nickerson asked if there would be a way to create a parallel plan that would follow the
Office of the Independent Performance Auditor (OIPA) plan while waiting for the Board to decide.

Amberlynn Deaton responded that Board Policy No. 039, section 3.1.4 states that the Board will first
provide direction whether to hire an individual or a firm, and then the Audit Committee makes its
recommendation on which firm or person. She also stated that the Audit Committee can continue to
conduct planning work.

Stewart Halpern stated that there are some questions around the credibility of SANDAG and that it was
the Board’s decision to hire an internal person, even before an Audit Committee existed. He stated that
there have been important findings that will better the agency and protect the taxpayer. He expressed his
concern on the current Board’s directions and decisions for the public.

Agnes Wong Nickerson asked if the Executive Committee is aware of the ramifications of extending the
recruitment process.

Chair Zito explained the Executive Committee’s point of view on how a time extension would allow for a
more informed decision and reduce risk. He also voiced his concern that the process could be drawn out
and last for an extended period of time. Chair Zito emphasized the importance of the internal audit team,
and that he does not want the team to be put at risk.

Chair Zito proposed that the subcommittee conduct research that would help the inform the
Executive Committee on their decision regarding the Audit committee’s recommendations.

Chair Zito stated that it would be more expensive and less efficient to go external with the hiring process
and that the organization would lose valuable information that the internal auditing team has.

Robert Monson asked for clarification on the Executive Committee’s pending decision, as well as the
Board’s, regarding the IPA.



Chair Zito clarified that the Executive Committee is asking for clarification on the pros and cons on having
an internally staffed team versus an outside firm.

Associate Management Internal Auditor Krystal Carranza explained the internal process for hiring a firm
to replace the IPA, inclusive of a formal Request for Proposals, would take between 6-12 months.

Chair Zito reiterated that it would take an extended amount of time to hire a firm to fulfill the role of the
IPA.

Stewart Halpern requested the presence of the Board Chair at the next meeting.

Chair Zito responded that he will extend the invite and also requested a document from the subcommittee
that lays out the benefit versus issues of an external recruitment firm versus in-house staff time to replace
the IPA.

Lloyd Carter asked what would happen to the OIPA’s office if an external team was hired. He also asked
how the OIPA office would function and what oversight would exist with an external IPA.

Chair Zito responded that he does not know the answer to these questions but points out that he
emphasized these risks in the Executive Committee meeting. He also stated that he would like the office
to continue to function as is.

Agnes Wong Nickerson asked if there are similar firms that have used an outside firm for internal audit
functions.

Chair Zito mentions that the Executive Committee had this question and requested information on how
other similar firms operate.

Stewart Halpern spoke regarding the uniqueness of SANDAG's structure and legal requirements. He
recommended that staff consider this when comparing to other agencies. He also mentioned that neither
SANDAG'’s previous internal audit function nor external auditors have found nearly as much as the
current IPA’s audit team has.

Chair Zito agreed that it is important that a comparison is made to other independent auditing functions
and that he agrees that there is a benefit to having a team on board.

Action: Discussion only.
6. Upcoming Meetings
The next Audit Committee meeting is scheduled for Friday, March 10, 2023, at 1:30 p.m.

7. Adjournment

Chair Zito adjourned the meeting at 1:25 p.m.
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Meeting Start Time: 12:30 p.m.
Meeting Adjourned Time: 1:25 p.m.

Confirmed Attendance at SANDAG Audit Committee Meeting

February 10, 2023

Jurisdiction/Organization X:::::é Attended
Board Member David Zito (Chair) Primary Yes
Board Member Racquel Vasquez (Vice Chair) Primary Yes
Public Member Robert Monson Primary Yes
Public Member Agnes Wong Nickerson Primary Yes
Public Member Stewart Halpern Primary Yes
Public Member Ed Musgrove Alternate Yes
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AUDIT COMMITTEE AGENDA ITEM REPORT

DATE: March 10, 2023

SUBMITTED BY: John White, Office of the Clerk of the Board

ITEM TYPE: Discussion / Possible Action

AGENDA SECTION: Reports

SUBJECT: Discussion on Independent Performance Auditor Recruitment
SUGGESTED ACTION: The audit committee is asked to discuss on the Independent

Performance Auditor Recruitment Recommendations.

ATTACHMENTS:

Discussion on IPA Recruitment Recommendations.pdf

Att. 1-Association of Local Government Auditors.pdf

Att. 2-Internal_auditing-adding_value_across_the_board.pdf
Att. 3-Internal_Audit_ Make_it_your_strongest link.pdf
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SANDAG

Audit Committee ltem: 5
March 10, 2023

Discussion on Independent Performance Auditor
Recruitment

Overview ) ] . . .
Action: Discussion/Possible Action

In accordance with Assembly Bill 805 (Gonzalez, 2017) The audit committee is asked to discuss

SEC. 13. Sec 132351.4. (a) (5) the Audit Committee shall on the Independent Performance Auditor

recommend to the Board ... the hiring of the independent Recruitment Recommendations.

performance auditor. Board Policy 39, section 3.1.4, also
states that the Audit Committee shall “Based on the Board’s direction regarding whether to hire an individual or
firm, recommend to the Board which individual or firm to hire to carry out independent performance auditor
responsibilities.”

Key Considerations

During the Executive Committee meeting on February 10, 2023, the Executive Committee posed questions
around the pros and cons to hire an individual versus a firm to replace the Independent Performance Auditor
(IPA). Today, the Subcommittee will discuss the risks of outsourcing the IPA role, the benefits of recruiting an
individual versus a firm, the recommendations of the Subcommittee and other matters to support a timely
recruitment process, in preparation for the IPA’s retirement on June 30, 2023.

Next Steps

Audit Committee Chair presents a recommendation to the Executive Committee and/or the Board of Directors
to hire an individual to replace the IPA, based on the outcome of the discussion, the Audit Committee Chair will
present any proposed recommendation to the Executive Committee and/or the Board of Directors.

Once the decision is made by the Board to recruit an individual or firm to replace the IPA, the Subcommittee
will discuss next steps.

Mary Khoshmashrab, Independent Performance Auditor

Key Staff Contact: Mary Khoshmashrab, (619) 595-5323, mary.khoshmashrab@sandag.org
Attachments: 1. Association of Local Government Auditors’ Guidance on Outsourcing and Co-
Sourcing Audits
2. The Institute of Internal Auditors’ Internal Auditing: Adding Value Across the Board
3. Deloitte’s Internal Audit — Making it your strongest link

13



ZoC\ATIoy
2 N

o

A

Py
AN
I
T

ALGA Advocacy
Committee

The committee works to
promote the value of
independent performance
auditing throughout the local
government community.

The committee provides
professional resources and
support to those in local
government communities
without audit functions, with
new audit functions and with
established audit functions.

The committee also provides
support for local government
communities that are
considering diminishing the

capacity of the audit function.

ALGA'’s Mission

ALGA empowers our

local government auditing
community through
excellence in advocacy,
education, communication,
and collaboration to protect
and enhance the public good
while embracing diversity,
equity, and inclusiveness.

ALGA Member Services

)

449 Lewis Hargett Circle
Suite 290
Lexington, KY 40503

o=
=
(859) 276-0686

www.algaonline.org

Attachment 1

' G A Association of Local Government Auditors

Guidance on Outsourcing and Co-Sourcing Audits
g

—)

-

Independent in-house auditors are the most effective and efficient way to deliver local
government performance audit services. When local government officials are considering
outsourcing audit work there are several risk factors to consider. Most importantly, the governing
body should scrutinize any suggestions for outsourcing audits to ensure that the outsourcing
method and subsequent management and oversight of the contract provides for and maintains
the auditor’s independence from management. Moreover, using contracted services to conduct
audits might in some cases result in the governing body receiving less value for the money spent
(compared to in-house audit services).

ALGA recommends that local governments retain independent, in-house staff capacity to
conduct audits (as well as oversee co-sourced or outsourced audits) to provide the most
transparent, independent and cost-effective approach to auditing for

accountability. In-house auditors are better positioned to more quickly respond to requests
from elected officials, monitor policy implementation and program performance, understand the
organization’s culture, build trust with elected officials and management, and monitor or follow
up on how management implements audit recommendations. Unlike consultants, in-house
auditors develop an in-depth knowledge of the entity that can be leveraged in their audit work
and are available to provide continuity of review and oversight. Their commitment to long-term
improvements within the organization assists elected officials in carrying out their responsibilities for
good governance and prudent use of the entity’s resources.

Outsourcing the audit function has critical risks

Outsourcing an entire audit function removes key benefits of an independent, in-house audit
function and carries significant risks. Specifically, contracting out the entire audit function poses
significant risks to the independence of the contracted auditors and credibility of their audits.

In the absence of an independent auditor overseeing procurement and contract administration
(such as when management or an official in the reporting chain of management directly selects and
oversees the contracted auditors) the contracted auditors, the audit itself, or the audit report may
be subject to management influence or interference. Additionally, some consultants hired to perform
“auditing services” often issue reports that are not audits and may not assist elected officials in
carrying out their duties. To safeguard the value of government audit services:

«  Although not recommended, if a local government decides to outsource the audit function, they
should retain at the very minimum an independent in-house chief audit executive.

*  The government’s chief audit executive (i.e., the head of the in-house audit function) and audit
committee should retain responsibility for managing requests for proposal and awarding the
contract that outsources the audit function as well as coordinating and monitoring all audits
performed under contract. This will promote transparency and quality.

*  The contract should require that audit work be done in accordance with recognized auditing
standards, and all reports should specify which standards were followed. This promotes quality
control, professional judgement, and independence.
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Co-sourcing performance audits can have benefits

Co-sourcing or hiring additional resources for a specific performance audit can strengthen an independent, in-house
audit function. Co-sourcing allows the in-house audit function to add to its capabilities with contracted assistance to respond
more quickly to unexpected needs or to obtain specific subject-matter expertise. To safeguard the value of government audit
services:

* Independent in-house auditors should be responsible for managing requests for proposal and awarding and monitoring
contracts for co-sourced audits or subject-matter expertise. This will promote transparency and quality.

Mitigating risks when outsourcing annual financial audits

It is possible to outsource annual financial audits and retain a strong, independent in-house audit function. Local
governments typically contract for required financial statement audits with accounting firms that specialize in financial audits.
To protect the integrity of audit results and ensure clear communication with the governing body, governments should ensure:

*  The contract should require that the financial statement audit work be done in accordance with Government Auditing
Standards in the United States or the Public Sector Accounting Board Standards in Canada. All reports must specify
these standards were followed. This promotes quality control, professional judgement, and independence.

Related/Additional Guidance

Auditor Independence

Funding the Audit Function: Money Well Spent

Audit Committee Guidance

More Info

To find additional resources rom the Advocacy Committee,
visit the committee page on ALGA’s website at algaonline.org.
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A CHANGING WORLD

One does not have to sit in the boardroom or occupy the
CEO’s chair to recognize the rapid-fire changes going on
in today’s business arena. News outlets regularly report
on corporate scandals and frauds, privacy invasions,
compromised ethics, and governance lapses. These
events and the resulting laws and regulations, coupled
with electronic commerce and other information
technology breakthroughs; mergers, acquisitions, and
other organizational restructuring; and issues related to
the global marketplace all suggest that things are likely
to get even more chaotic.

Thought leaders in the business community forecast still
more changes and increased organizational risks:

B Increasing litigation, legislation, and regulations will
carry important compliance implications.

B [nformation security management for critical
infrastructure areas such as financial services,
transportation, telecommmunications, defense,
utilities, and fuel will continue to require individual
and collective business commitment, planning, and
intervention.

B Continuing globalization will increase the complexity
of principles, regulations, and the cultures in which
organizations operate.

B Ever-growing competition will put even more pressure
on organizations to increase productivity.

B Re-engineering, deregulation, and other change-
related activities will break down traditional
hierarchical structures and alter organizational
reporting relationships and management
responsibilities.

Each of these phenomena suggests new demands,
challenges, and opportunities for management and

the board. And each one also points to the necessity
for competent internal auditing. Today, more than

ever, internal auditing is critical to strong corporate
governance, risk management, effective internal control,
and efficient operations.

WHAT IS INTERNAL
AUDITING?

Internal auditing is an independent, objective, assurance
and consulting activity that adds value to and improves
an organization’s operations. It helps an organization
accomplish its objectives by bringing a systematic,
disciplined approach to evaluate and improve the
effectiveness of risk management, control, and
governance processes.

The internal audit activity provides assurance to
management and the audit committee that risks to the
organization are understood and managed appropriately.
And it serves as an in-house consultant on many areas of
interest.

Every organization, regardless of its size, should have
some type of internal control system or process in
place. The Institute of Internal Auditors (I1A) believes
that an organization is best served by a fully resourced
and professionally competent internal audit staff that
provides value-added services critical to efficient and
effective organizational management.

Internal audit practitioners are charged with assisting the
organization in the effective discharge of responsibilities,
promoting the establishment of cost-effective controls,
assessing risks, and recommending measures to mitigate
those risks. An integral part of the management team,
internal auditors furnish top management with analyses,
appraisals, counsel, and information on the activities
they review. They also monitor organizational ethics.

Evaluating emerging technologies; analyzing
opportunities; assessing quality, economy, and efficiency;
and providing accurate and timely communication are
just some of the activities internal auditors conduct

on a daily basis. The comprehensive scope of their
responsibilities provides them with a broad perspective
on the organization. And that, in turn, makes them a
valuable resource to executive management and the
board of directors in accomplishing overall goals and
objectives, as well as strengthening internal control

and governance. This might be a lot to ask from one
organizational resource, but for internal auditors — it’s all
in a day’s work.

ONILIANV TVNYILNI

pJpog ay3a ssoidy anjop bulppy

17



IN PARTNERSHIP WITH
MANAGEMENT

When internal auditing is accepted and acknowledged
by an organization’s leaders as a management activity,
internal auditors can fulfill their most fundamental
role — supporting management and the board in
achieving organizational objectives. And competent
internal audit professionals bring to the table

ONILIANV TVNYILNI

objectivity, integrity, expertise in communication, the

.
.

ability to identify enterprisewide risks, and the skill to
assess the effectiveness of controls put in place by
management to mitigate those risks.

As partners to management, internal auditors

are positioned to help protect the organization
against both traditional and emerging risks;

provide consultation about how opportunities and
vulnerabilities can be balanced; and make valuable
recommendations for assessing and strengthening
corporate governance. The internal auditors’

broad understanding of the organization and its
culture prepares them for effectively monitoring
risks associated with new business lines; mergers,
acquisitions, joint ventures, and other partnerships;
new systems deployments; restructuring;
management estimates, budgets, and forecasts;
environmental issues; and regulatory compliance. In
order for the internal audit activity to achieve all of
this and add the most value to an organization, best-
practice reporting relationships should be followed.
(See page 5.)
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CORPORATE GOVERNANCE
RESOURCES

FREE BROCHURES

B Allin a Day’s Work

B Building Quality Into Practice
B Guidance for the Profession
BellSouth Corporation Chairman and Chief Executive B What Does It Take to Be a Professional?

Officer Duane Ackerman clearly recognizes the value
FREE NEWSLETTER

B Tone at the Top

internal auditing brings to management: “Because
we are in a dynamic environment - we've got new
people, new technology, a new marketplace, new
competitors, and a new regulation - we need to be

PRODUCTS AND REPORTS

M 20 Questions Directors Should Ask
About Internal Audit

B Audit Committee Handbook, 4th Edition

very vigilant about the fundamentals of this business.
And that’s a role corporate auditing plays..the ability
to collect information and impart that knowledge

on processes as well as control issues and to do it
constantly through all of this change. It’s easy to see
how incredibly important that is to the fundamental
stability of this business.”

www.theiia.org

Of increasing concern to management today are the
risks associated with information technology and the
control and auditability specifications of new systems.
Internal auditors’ independent review of information
systems and other high-tech projects can help ensure
a controlled and reliable IT environment. And their
consulting services add value to the decision-making
process when management must consider the cost
and benefit trade-off of IT control implementation.
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VITALTO GOVERNANCE

Internal auditors’ diverse capabilities bring
tremendous value to the board and the audit
committee in their corporate governance
responsibilities and risk management oversight.

Itis critical that the chief audit executive (CAE),

senior management, and the audit committee have
sufficient contact and communication to ensure that
the parties understand and accept their individual and
collective responsibilities for risk management.

Today’s audit committees must deal with complex
and diverse issues and ever-increasing responsibilities.
As a result of laws and regulations, such as the U.S.
Sarbanes-Oxley Act of 2002, audit committees are
being asked to monitor such areas as: management’s
assessment of internal controls over financial
reporting; ethical complaint hotlines; enterprisewide
risk management; and governance reviews, to name a
few. It is critical, therefore, that internal auditors apply
risk-based audit approaches to the organization’s
internal control system and provide comprehensive
reports to the audit committee.

The risk-based approach toward auditing is mandated
by The lIA’s International Standards for the Professional
Practice of Internal Auditing (Standards) and is the only
way to ensure that the priorities of the internal audit
activity are consistent with the organization’s goals.
Such an approach provides internal auditors with the
opportunity to become intimately knowledgeable

of the organization’s risk appetite and tolerance

— allowing them to target high-impact areas,
appropriately allocate scarce resources, and be well
positioned to advise management on vulnerabilities
and corrective actions.

Implementing a risk-based approach can uncover
potential organizational risks that may otherwise go
undetected and provide management with a critical
tool for gauging and assessing enterprisewide risk.
This allows management to allocate the greatest
amount of resources to the areas that will yield the
highest return on investment and ensures that the
organization has dedicated audit coverage for high-
risk areas.

® ©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

AS PART OF ITS OVERSIGHT
RESPONSIBILITIES, THE AUDIT
COMMITTEE SHOULD:

Review and concur the chief audit
executive (CAE) appointment, replacement,
reassignment, and dismissal.

Review/approve the internal audit charter
and ensure its compatibility with that of the
audit committee.

Review the audit plan and any significant
changes.

Ensure internal auditor neutrality and
objectivity.

Review the internal audit department’s
budget and staffing.

Encourage internal auditor certification and
other professional development.

Meet privately with the CAE.

Receive reports from the CAE on audit
findings and information on technological
advances and trends.

Review internal auditing’s compliance with
The IIA’'s Standards.

ONILIANV TVNYILNI
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WHAT WORKS BEST

An active and knowledgeable audit committee is fundamental to achieving and maintaining an effective control
environment. And an atmosphere of mutual trust and respect between the internal audit activity and the audit
committee is critical to the committee’s independent oversight role.

World-class internal audit departments at J. C. Penney Company, ASEA Brown Boveri, Ford Motor Company, and
BellSouth Corporation offer these tips for building a strong relationship between internal auditing and the audit
committee for enhanced corporate governance:

B To avoid any significant surprises, there should be straightforward, open, honest, accurate, and timely
communication between internal auditing and the audit committee.

B [nternal auditing should keep the audit committee members up to date on new laws, trends, and other important
information and resources so they can effectively discharge their duties.

Internal auditing should provide the audit committee with a plan to address key governance issues.

A corporate governance program should provide a mechanism for business process improvement, integrity
standards, training, a “hotline” and other reporting processes, and appropriate compliance review.

B Presentations should drive toward discussion of control issues rather than audit findings, and additional material
should accompany presentations to provide contextual insight about the control issues under discussion.

B |n addition to regular audit committee meetings, the CAE should have periodic meetings with the audit committee
chairman and recurring closed sessions with the committee itself to discuss broader issues facing the organization.

B |nternal auditing should focus on delivering results and implementing preventive actions, rather than simply
uncovering problems after the fact.

B As suggested by the Internal Audit Foundation, internal auditing should perform periodic surveys to determine the
specific needs of the audit committee.

KEY IIA MESSAGES ON BEST-PRACTICE
REPORTING RELATIONSHIPS

B To ensure transparency and thwart
collusion and conflicts of interests, best
practice indicates that the internal audit
activity should have a dual reporting
relationship. The CAE should report to
executive management for establishing
direction, support, and administrative
interface; and to the organization’s
most senior oversight group — typically
the audit committee — for validation,
reinforcement, and accountability.

B The audit committee of the board of
directors and the internal auditors
are interdependent and should be
mutually accessible, with the internal
auditors providing objective opinions,
information, support, and education
to the audit committee; and the audit
committee providing validation and
oversight to the internal auditors.

B The internal auditors keep the audit
committee informed and up to date
on the state of the organization in
regard to risk, control, governance, and
the coordination and effectiveness of
monitoring activities.
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INTERNAL AUDITING:
ADDING VALUE ACROSS
THE BOARD

Competitive pressures demand that today’s
organizations squeeze the most they can from all
their resources — and as this brochure indicates, the

internal audit process is clearly among the most critical.

In addition to their responsibility for assessing and
recommending internal controls, internal auditors’ skills
in risk management and their broad-based perspective
of the organization uniquely position them as a
valuable resource for strong corporate governance.

As a result, informed senior managers and boards are
relying on internal auditors for advice and counsel on
everything from analysis of operations and assessment
of risk to recommmendations for improved corporate
governance. Moreover, internal audit practitioners are
increasingly being challenged to apply their expertise
in much broader ways than ever before — such as
evaluating emerging technologies, detecting and
deterring fraud, analyzing the effectiveness of policies
and procedures, and identifying opportunities to save
the organization and its shareholders money.

When it comes to adding value across the board,

there’s no better resource than internal auditing.

® ©00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

WORLD-CLASS INTERNAL AUDIT
SHOPS SPEAK OUT ON THE
IMPORTANCE OF THEIR RELATIONSHIP
WITH THE AUDIT COMMITTEE:

“Internal auditing is the primary resource of

the audit committee in carrying out its duties
and responsibilities. With those responsibilities
increasing and continued pressure from

the SEC for financial reporting integrity, a
functioning partnership of the audit committee
and internal auditing is vital”

- BellSouth Corporation

“Internal auditors should not have to report
through layers upon layers of management
as this could compromise or dilute
recommendations and their effectiveness.
Audit services’ relationship with the audit
committee is critical and contributes to the
success of our company.”

- Carolina Power & Light Company

“Internal auditing’s relationship to the audit
committee is important to assure there are

no organizational levels below the board of
directors that could prevent necessary actions
or appropriate decisions from taking place or
being made to enhance business opportunities
and mitigate risks.”

- ASEA Brown Boveri

“An active and informed audit committee
provides the ultimate independent and
objective oversight of the corporate control
environment, including focus on emerging
trends and risks. Internal auditing is the
primary agent of the audit committee within
the company.”

- Ford Motor Company

“The relationship affords auditing with some
degree of independence from the organization
and management. In certain cases, it can be
used to ensure management addresses key
findings. It is our main vehicle to communicate
important issues to the entire board.”

- J. C. Penney Company
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The Institute of Internal Auditors (ll1A) is the internal audit
profession’s global voice, recognized authority, acknowledged leader,
chief advocate, and principal educator worldwide. Established in 1941,
The lIA serves members from all around the world in internal auditing,
governance, internal control, IT auditing, education, and security.

The world’s leader in certification, education, research, and technological guidance for the profession, The
Institute sets the International Standards for the Professional Practice of Internal Auditing and provides various
levels of accompanying guidance; certifies professionals through the globally recognized Certified Internal
Auditor® (CIA®) and specialty certifications in government, control self-assessment, and financial services;
presents leading-edge conferences, seminars for professional development, and web-based training;
produces forward-looking educational products; offers quality assurance reviews, benchmarking, and
consulting services; and creates growth and networking opportunities for specialty groups.

The Internal Audit Foundation works in partnership with experts from around the globe conducting
valuable research projects on the top issues affecting the business world today. It also delivers leading-
edge educational products through the IIA Bookstore. The Institute’s website, www.theiia.org, is rich with
professional guidance and information on IIA programs, products, and services, as well as resources for IT
audit professionals.

The llA also brings great value to its members through Internal Auditor, an award-winning professional
magazine, and through other outstanding periodicals that address the profession’s most pressing issues and
challenges and present viable solutions and exemplary practices.

And in support of quality, professionalism, and ethical practices, The Institute provides internal audit
practitioners, executive management, boards of directors, and audit committees with guidance for internal
auditing and governance best practices.

The llIA is dedicated to providing extensive support and services to
its members, so they can continue to add value across the board. b %

For additional information, contact PR@theiia.org.

~ m The Institute of

\ Internal Auditors

-5

1035 Greenwood Blvd., Suite 401
Lake Mary, FL 32746 U.S.A.

Tel: +1-407-937-11M
www.theiia.org
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Forming strong linkages

An effective internal audit activity is a valuable
resource for management, the board or its equivalent
and the audit committee due to its understanding of
the organization and its culture, operations, and risk
profile. The objectivity, skills, and knowledge of
competent internal auditors can significantly add
value to an organizations internal control, risk
management, and governance processes. Similarly
an effective internal audit activity provides critical
assurance to other stakeholders, such as regulators,
employees, providers of finance and shareholders.

Essentially, Internal Audit is a control and functions
by reviewing and assessing the adequacy and
effectiveness of all other controls. Ideally, internal
audit serves as the eyes and ears of the board and
audit committee, being an essential component in
the system of checks and balances.

This function must provide assurance regarding
governance and controls to management and the
audit committee. Also, it should contribute to
improved management and control as well as to
organisational performance. Internal Audit is neither
an internal checker of financial transactions nor an
extension of the external audit function. It is different
in that it focuses on all business risks.

Internal Audit:

- |dentifies controls and control deficiencies;

« Identifies regulatory requirements and
compliance therewith;

« Provides recommendations on internal
control and governance improvements;

« Determines adherence with company policy
and procedures; and

e Assists with channelling effective solutions
for controls improvement.

When performed by professionals with an in-depth
understanding of the business culture, systems, and
processes, the internal audit activity provides
assurance that internal controls in place are
adequate to mitigate risks, and to ensure that
organizational goals and objectives are met.

Internal Audit Related Services

SOX
Attestation &
Consulting

Internal
Audit

Contract Quality
Risk and Assessment
Compliance reviews

“Internal audit is an independent,
objective assurance and consulting
activity designed to add value and
improve an organisation’s operations.
It helps organisations accomplish their
objectives by bringing a systematic,
disciplined approach to evaluate and
improve the effectiveness of risk
management, control and governance
processes.”

Institute of Internal Auditors
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Benefits of having a strong Internal Audit

function

A successful Internal Audit function becomes a
necessity when an organisation is faced with the
following challenges and requirements:

* Focus on risk management, designing
internal controls to manage risk: Internal
auditors can leverage their skills by directing
their efforts in the risk areas, thereby
enhancing the overall efficiency of the
process and adding greater value with the
same set of resources;

- Intensive use of information technology:
Information technology (IT) is invariably
embedded in all spheres of activities of a
modern business enterprise, from data
processing to resource planning to online
sales and e-commerce. Use of IT has,
however, increased the threat of data theft,
losses on account of systems failure,
hacking/ espionage, etc. The use of IT also
results in a need to comply with the cyber
laws, etc.;

¢ Audit Committee support and interaction:

Aligning audit committee objectives with
those of internal audit helps to unify
oversight and allocate limited resources in
the most efficient and effective way. The
internal audit function provides audit
committees with relevant reports and
ongoing updates. This function identifies
new risks and is entrusted to conduct high-
level reviews in a strategic manner. Audit
committees have a great deal to gain by
developing and empowering internal audit,
and by working more closely with internal
auditors to improve organisational oversight;

King Ill Requirement: “A strategically
positioned, competent and independent
internal audit function is required to provide
a written assessment of the company’s
system of internal control, after having
conducted a risk based internal audit. This
function must have direct relationships with
the audit, corporate governance and risk
committees and must be strategically
positioned.” (King Il report);

Increased size and complexity of
businesses: Increased size and business
spread dilutes direct management oversight
on various functions, necessitating the need
for a full time, independent and dedicated
team to review and appraise operations;

Enhanced compliance requirements: An
increase in the geographical spread of
businesses has led to crossing of political
frontiers by businesses in a bid to tap global
capital. This has highlighted the need for
compliance with the laws of the home
country as well as the laws of other
jurisdictions as a critical factor for the ability
of businesses abroad to prosper;

“Internal audit is an independent,
objective assurance and consulting
activity designed to add value and

Improve an organisations operations.

It helps organisations accomplish its
objectives by bringing a systematic
disciplined approach to evaluate and
improve the effectiveness of risk
management, control, and
governance processes.”

Institute of Internal Auditors
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¢ Unconventional business models:
Businesses today use unconventional
models and practices, for example,
outsourcing of non-core areas, such as
accounting. These businesses require the

assurance that controls relating to these .
models and practices are adequate and As a cornerstone of Strong

operating effectively; governance, internal auditing bridges
the gap between management and the
board assesses the ethical climate and

- Stringent norms mandated by regulators
to protect investors: Regulators, in their

pursuit to protect the interests of the the effectiveness and efﬁCienCy of
investors, are applying ever mounting operations, and serves as an

pressure and stringent norms. Compliance organization’s safety net for

with the latest regulations — being ethical Compllance with rules’ regulatlons and

conduct of business, enhanced corporate
governance and financial reporting
requirements — should be independently
assessed by a competent internal audit
function; and

overall best business practices.”

Institute of Internal Auditors

* Anincreasingly competitive environment:
Deregulation and globalisation have lowered
the political and other barriers for entry in the
markets for goods and services. The free
flow of capital, technology and know-how
between countries, as well as strong
infrastructure has helped in decreasing the
costs of production and resulted in better
access to the existing and potential
consumers. This in turn, has lured more and
more players in the existing markets,
thereby, resulting in stiffer competition. A
well equipped internal audit function can
assist businesses to identify opportunities for
improved efficiency and effectiveness.

e

26



Making the right link

The table below illustrates both benefits and challenges organisations need to consider when deciding on where the internal audit function should be housed.

In-source

Company maintains full responsibility for recruiting, hiring,
retention, development, deployment and management of
internal audit team.

Co-source

Company hires a limited core internal team of management
and/or staff and uses an outside professional provider to
supplement the team and/or to provide strategic direction to
the internal audit service.

Out-source

Company uses an external professional provider for all internal audit
activities.

« Enables strong development of in-house experience;

« Internal resources can be a consistent, internal source of in-
depth knowledge of company;

« Internal audit resources become networked within the
organisation and integrated into company initiatives;

» Can enable efficient team if audit universe is homogenous;
and

+ Enables a balance of internal knowledge with external
leading edge experience;

» Enables team resource flexibility as required (level, skill set,
fit with company);

» Leverages subject matter specialisation when required;

« Enables team load levelling and flexible staffing to balance
out demand without full-time commitment of resources;

» Leverages external resources for the management and execution
of the internal audit function;

» Does not require commitment to internal recruiting, retention and
development of resources;

» The external provider can provide a complete, turnkey approach to
internal audit (e.g. methodology, tools);

» The entity pays for core audit time only with limited administration
or overhead costs;

» Can result in high travel costs; and

» Resources often look for employment options throughout
other areas of the company. This can have advantages for
company, but is also a challenge for continuity in internal
audit.

2|+ Can be alower cost option, depending on the efficiency and | < External providers usually maintain integrated technologies
© experience of internal personnel. and toolsets that can be shared internally; » Enables team resource variability as required (level, skill set,
8 +  Provides access to professional knowledge bases and experience, fit with company, location);
benchmarks; » Can be a lower-cost option, but need to weigh cost and benefits,
+ Can be viewed as “one team” that is committed to internal given challenges;
goals; » Enables global resourcing when required for language, location,
+ Can enable management development and rotation of cultural understanding; and,
internal resources with the external provider providing * Reduces the travel expense where the service provider has local
continuity; and representation amongst auditees.
+ May provide an optimal pricing structure with limited
commitment.
* Permanent staffing requires significant commitment to hiring, | . Requires coordination, oversight of, and contracting with + Requires coordination, oversight of, and contracting with external
retention and development of team members; external service provider; service provider,
+ It can be difficult to recruit and retain skilled resources; . S - » Does not maintain value of function internally to the company;
o ) ) o ) » Requires hiring, training, and development of core ) ) i 4
+ Significant internal effort is necessary to maintain a quality management and/or staff;; + It can be a challenge to fully integrate the internal audit function
" internal audit function; _ ] . into the company or as a consistent resource option for special
o | . Difficult to manage the need for diverse subject matter : R(taqwrzlas c(ljearlty def:ned roles/ _resp()jonsmlhtles between projects;
S specialisation that is required for audit needs; Intérnal and external resources, an » Requires independent learning curve on the organisation by an
T | - Difficult to build a global team in diverse locations; < May result in increased internal audit costs vis-a-vis the in- external provider;
o) house option. « Possible loss of immediate availability of internal audit resources

for sudden ad hoc requirements;

» Loss of training ground for management trainees, future line
appointments; and

» May result in increased internal audit costs vis-a-vis the in-house or
co-sourced options.
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Contacts

For more information, please contact:

Jens Kock
Partner: Risk Advisory Services
+ 264 (0)61 285 5003

jkock@deloitte.co.za

Alex Klein
Manager: Risk Advisory Services
+ 264 (0)61 285 5043

aleklein@deloitte.co.za

Mildred Liswaniso
Manager: Risk Advisory Services
+ 264 (0)61 285 5044

mliswaniso@deloitte.co.za

Benjamin An
Manager: Risk Advisory Services
+ 264 (0)61 285 5047

bean@deloitte.co.za

Deloitte refers to one or more of Deloitte Touche Tohmatsu Limited, a UK private company limited by guarantee, and its network of member firms, each of which is a legally separate and
independent entity. Please see www.deloitte.com/about for a detailed description of the legal structure of Deloitte Touche Tohmatsu Limited and its member firms.

“Deloitte” is the brand under which tens of thousands of dedicated professionals in independent firms throughout the world collaborate to provide audit, consulting, financial advisory, risk
management, and tax services to selected clients. These firms are members of Deloitte Touche Tohmatsu Limited (DTTL), a UK private company limited by guarantee. Each member firm
provides services in a particular geographic area and is subject to the laws and professional regulations of the particular country or countries in which it operates. DTTL does not itself
provide services to clients. DTTL and each DTTL member firm are separate and distinct legal entities, which cannot obligate each other. DTTL and each DTTL member firm are liable only
for their own acts or omissions and not those of each other. Each DTTL member firm is structured differently in accordance with national laws, regulations, customary practice, and other
factors, and may secure the provision of professional services in its territory through subsidiaries, affiliates, and/or other entities.
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